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1
Decision/action requested

It is proposed that SA3 approve the pCR to TR 33.855.
2
References
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TS 33.855 Study on security aspects of the 5G Service Based Architecture (SBA) v1.9.0
3
Rationale

The pCR S3-2abcde updates existing solution #21 in [1] with an authorization code based authentication mechanism at the NRF. With this solution #21 now provides a complete solution for Token based authorization in Model D indirect communication scenarios.

This pCR updates the Conclusion on KI #22 with a recommendation to use Solution #21 as the basis for normative work in TS 33.501.
4
Detailed proposal

********BEGIN OF CHANGE******
7.3
Conclusions on Key issue #22: Authorization of NF service access in indirect communication

For Scenario C (Indirect communication without delegated discovery), no normative changes to TS 33.501 [11] are needed, as described in Solution #16: (OAuth 2.0 based authorization for Indirect communication without Delegated Discovery (Model C)) and Solution #24 (Token-based authorization for Scenario C using stateless SeCoP).


For Scenario D (Indirect communication with delegated discovery), Solution #21 proposes delegating OAuth based service access authorization to SeCoP. This solution may be taken as the basis for normative specification in TS 33.501 [11].
********END OF CHANGE********
